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1
Decision/action requested

It is requested to add a new solution for FS_AIOT _SEC in TR 33.713.
2
References

[1]
3GPP TR 33.713: "Study on Security Aspect of Ambient IoT Services in 5G"
3
Rationale

This pCR proposes to introduce a new solution for FS_AIOT_SEC in TR 33.713 [1], which provides an authorization method for the intermediate node.

4
Detailed proposal

*************** Start of the 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]

3GPP TS 33.501: "Security architecture and procedures for 5G system".
*************** Start of the 2nd Change ****************
6.Y
Solution #Y: Authorization procedure for intermediate node selection
6.Y.1
Introduction


This solution is proposed to address Key Issue #2, supporting the authorization for CN-based intermediate node selection and AF-based intermediate node selection. This solution applies to Topology 2.
The authorization of intermediate node is based on the UE subscription data stored in the UDM. Once receiving the potential intermediate node information, the AIoTF interacts with its UDM to obtain the UE subscription data. The AIoTF determines whether the UE is authorized to provide the requested Ambient IoT service by using the Ambient IoT service information, Ambient IoT service area information, and/or Ambient IoT device information included in the UE subscription data.
6.Y.2
Solution details
6.Y.2.1
Authorization procedure for CN-based intermediate node selection
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Figure 6.Y.2.1-1: Authorization procedure for CN-based intermediate node selection
1.
The AF sends the Inventory/Command request to NEF. The Inventory/Command request may include Ambient IoT device ID, Ambient IoT service ID, area information, command, etc.

2.
Once receiving the Inventory/Command request, the NEF checks whether the AF is authorized to request the Ambient IoT services as defined in TS 33.501 [x].

3.
The NEF sends the Inventory/Command request to the AIoTF.

4.
Based on the area information, the AIoTF determines the corresponding AMF. The AIoTF sends the Intermediate UE request to the AMF.

5. 
Once receiving the Intermediate UE request, the AMF selects potential intermediate nodes (for example, UE1 and UE2). For the UE which is unreachable now, the AMF may send the paging request.

NOTE 1:
The AMF may select potential intermediate nodes based on the capability reported by the UE or based on the preconfigured candidate list.

6. 
The AMF sends the Intermediate UE response to the AIoTF, including a list of UE IDs and optional the corresponding last known location.

7.
For each UE as the potential intermediate node, the AIoTF interacts with its UDM to obtain the UE subscription data for UE authorization.

8.
For each UE, the AIoTF checks the UE authorization as follows:

-
If the Ambient IoT service information is included in UE subscription data, the UDM determines whether the UE is authorized to provide the requested Ambient IoT service.

-
If the Ambient IoT service area information is included in UE subscription data, the UDM determines whether the UE is authorized to provide the requested Ambient IoT service.

-
If the Ambient IoT device information is included in UE subscription data, the UDM determines whether the UE is authorized to provide the requested Ambient IoT service.
-
If the UE last known location is provided by the AMF, the UDM determines whether the UE is able to provide the requested Ambient IoT service.

If multiple UEs are authorized, the AIoTF further decides to select one or more UE(s) as intermediate node(s).

9.
For the selected UE (e.g. UE1), the AIoTF sends the inventory/command request to the UE via the AMF.

6.Y.2.2
Authorization procedure for AF-based intermediate node selection
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Figure 6.Y.2.2-1: Authorization procedure for AF-based intermediate node selection
1.
The AF sends the Inventory/Command request to NEF. The Inventory/Command request may include UE ID(s), Ambient IoT device ID, Ambient IoT service ID, area information, command, etc.

2.
Once receiving the Inventory/Command request, the NEF checks whether the AF is authorized to request the Ambient IoT services as defined in TS 33.501 [x].

3.
The NEF sends the Inventory/Command request to the AIoTF.

4.
For each UE as the potential intermediate node provided by the AF, the AIoTF interacts with its UDM to obtain the UE subscription data for UE authorization. The UDM may further interact with the AMF to get the UE last known location and return the location information to AIoTF along with the UE subscription data.
5.
For each UE, the AIoTF checks the UE authorization as follows:

-
If the Ambient IoT service information is included in UE subscription data, the UDM determines whether the UE is authorized to provide the requested Ambient IoT service.

-
If the Ambient IoT service area information is included in UE subscription data, the UDM determines whether the UE is authorized to provide the requested Ambient IoT service.

-
If the Ambient IoT device information is included in UE subscription data, the UDM determines whether the UE is authorized to provide the requested Ambient IoT service.
-
If the UE last known location is provided by the AMF, the UDM determines whether the UE is able to provide the requested Ambient IoT service.

If multiple UEs are authorized, the AIoTF further decides to select one or more UE(s) as intermediate node(s).

6.
For the selected UE, the AIoTF sends the inventory/command request to the UE via the AMF.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

*************** End of the Changes ****************
